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CLAIMS 

1. A certification system, comprising: 

information processing equipment that processes information; 
5 a certificate issuing server that issues an electronic certificate to 

certify an operating environment of the information processing equipment; 
and 

an information storage server that stores information in a storage 
memory section, 

10 wherein the information processing equipment transmits a 

certification request of the operating environment of the information 

processing equipment to the certificate issuing server, 

wherein the certificate issuing server issues the electronic certificate 

to certify the operating environment of the information processing 
15 equipment based on the certification request of the operating environment 

transmitted from the information processing equipment, 

wherein the information processing equipment receives the 

electronic certificate issued by the certificate issuing server, generates 

certified information based on the electronic certificate and processed 
20 information and identification information to identify the certified 

information, and transmits the certified information and the identification 

information to the information storage server, and 

wherein the information storage server receives the certified 

information and the identification information from the information 
25 processing equipment and stores the certified information and the 
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identification information in the storage memory section; and also receives 
the identification information, retrieves the certified information stored in 
the storage memory section, and outputs the certified information retrieved. 

5 2. The certification system of claim 1, wherein the certificate issuing 
server certifies time when the information processing equipment operates 
as the operating environment. 

3. The certification system of claim 1, wherein the certificate issuing 
10 server certifies location where the information processing equipment 

operates as the operating environment. 

4. The certification system of claim 1, wherein the information 
processing equipment acquires time information indicating a current time, 

15 and transmits the time information acquired to the certificate issuing server, 
and 

wherein the certificate issuing server receives the time information 
from the information processing equipment, attaches unique data available 
at no other time than a specific time indicated by the time information to 
20 the time information, and thereby issues the electronic certificate to certify 
the specific time. 

5. The certification system of claim 1, wherein the information 
processing equipment acquires location information indicating a location of 

25 the information processing equipment, and transmits the location 



82 



information acquired to the certificate issuing server, and 

wherein the certificate issuing server receives the location 
information from the information processing equipment, attaches unique 
data available at no other location than a specific location indicated by the 
5 location information to the location information, and thereby issues the 
electronic certificate to certify the specific location. 

6. The certification system of claim 5, wherein the certificate issuing 
server attaches compensation information to compensate the specific 

10 location indicated by the location information to the location information, 
and thereby issues the electronic certificate. 

7. The certification system of claim 1, wherein the information 
processing equipment generates composite information that is made up of 

15 the electronic certificate and the processed information, and transmits the 
composite information to the information storage server as the certified 
information, and 

wherein the information storage server receives the composite 
information and the identification information from the information 

20 processing equipment and stores the composite information and the 

identification information in the storage memory section; and also receives 
a query including the identification information, retrieves the composite 
information stored in the storage memory section, and outputs the 
composite information retrieved. 
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8. The certification system of claim 1, wherein the information 
processing equipment generates composite information that is made up of 
the electronic certificate and the processed information, calculates a hash 
value of the composite information, and transmits the hash value to the 

5 information storage server as the certified information, and 

wherein the information storage server receives the hash value and 
the identification information from the information processing equipment 
and stores the hash value and the identification information in the storage 
memory section; also receives the composite information, compares the 
10 composite information using the hash value, and stores in the storage 

memory section the composite information compared; and also receives a 
query including the identification information, retrieves the composite 
information stored in the storage memory section, and outputs the 
composite information retrieved. 

15 

9. The certification system of claim 1, wherein the certificate issuing 
server and the information storage server are one unit. 

10. A certificate issuing server, which issues an electronic certificate to 
20 information processing equipment, comprising: 

a certification request receiving section that receives a certification 
request of an operating environment of the information processing 
equipment; 

a certificate issuing section that issues an electronic certificate to 
25 certify the operating environment of the information processing equipment 
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based on the certification request received by the certification request 
receiving section; and 

a certificate transmitting section that transmits the electronic 
certificate issued by the certificate issuing section to the information 
5 processing equipment. 

11. The certificate issuing server of claim 10, wherein the certificate 
issuing server certifies at least one of time when the information processing 
equipment operates as the operating environment and location where the 
10 information processing equipment operates as the operating environment. 



12. Information processing equipment, which processes information, 
comprising: 

an information processing section that processes information and 
15 stores the information as processed information; 

a certification requesting section that transmits a certification 
request of an operating environment of the information processing 
equipment to a certificate authority serer that issues an electronic certificate 
that certifies the operating environment of the information processing 
20 section; and 

an information outputting section that receives the electronic 
certificate issued by the certificate issuing server in reply to the certification 
request transmitted by the certification request section, generates certified 
information based on the electronic certificate and the processed 
25 information as well as identification information to identify the certified 
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information, and outputs the certified information and the identification 
information. 

13. The information processing equipment of claim 12, wherein the 

5 information processing equipment is a mobile security gadget that acquires 
information about a security target. 

14. An information storage server, comprising: 
an information receiving section that receives from information 

processing equipment certified information to certify an operating 
environment of the information processing equipment and identification 
information to identify the certified information; 

a storage memory section that stores the certified information and 
the identification information received by the information receiving section; 
and 

a certification outputting section that receives a query including the 
identification information, retrieves the certified information stored in the 
storage memory section, outputs the certified information retrieved, and 
thereby certifies the operating environment of the information processing 
equipment. 

15. The information storage server of claim 14, wherein the storage 
memory section further stores an order of reception of the certified 
information and the identification information received by the information 

25 receiving section. 
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16. The certification system of claim 1, wherein the information 
processing equipment transmits to the information storage server 
authentication information to access the information storage server together 

5 with the certified information and the identification information, and 
wherein the information storage server receives the certified 
information, the identification information, and the authentication 
information from the information processing equipment, and stores the 
certified information and the identification information received in the 
10 storage memory section if the authentication information is valid. 

17. The certification system of claim 1, further comprising a verification 
unit equipped with a verification memory section that verifies the operating 
environment of the information processing equipment, 

15 wherein the information storage server transmits part of the 

certified information and part of the identification information stored in the 
storage memory section to the verification unit, and 

wherein the verification unit receives the certified information and 
the identification information transmitted by the information processing 

20 equipment and stores the certified information and the identification 

information in the verification memory section; and also receives a query 
including the identification information, retrieves the certified information 
stored in the verification memory section, and verifies the operating 
environment of the information processing equipment with reference to the 

25 certified information retrieved. 
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18. A verification unit, comprising: 

a verification receiving section that receives certified information 
and identification information from an information storage server; 
5 a verification memory section that stores the certified information 

and the identification information received by the verification receiving 
section; and 

a verifying section that receives a query including the identification 
information, retrieves the certified information stored in the verification 
10 memory section, and verifies an operating environment of information 

processing equipment with reference to the certified information retrieved. 

19. The information processing equipment of claim 12, wherein the 
information processing section photographs an image and stores the image 

15 as the processed information. 

20. The information processing equipment of claim 12, wherein the 
information processing section weighs an object and stores a weight result 
as the processed information. 

20 

21. The certification system of claim 1, wherein the certificate issuing 
server attaches unique information available at no other time than a current 
time to time information based on the certification request of the operating 
environment transmitted from the information processing equipment, and 

25 thereby issues the electronic certificate to certify the current time. 
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22. A certification system, comprising: 

information processing equipment that processes information; 

a certificate issuing server that issues an electronic certificate to 
5 certify an operating environment of the information processing equipment; 
and 

an information storage server that stores information in a storage 
memory section, 

wherein the information processing equipment transmits a 
10 certification request of the operating environment of the information 
processing equipment to the certificate issuing server, 

wherein the certificate issuing server issues the electronic certificate 
to certify the operating environment of the information processing 
equipment based on the certification request of the operating environment 
15 transmitted from the information processing equipment, 

wherein the information processing equipment receives the 
electronic certificate issued by the certificate issuing server, generates 
certified information based on the electronic certificate and processed 
information, and transmits the certified information to the information 
20 storage server, and 

wherein the information storage server receives the certified 
information from the information processing equipment and stores the 
certified information in the storage memory section; and also receives 
identification information to identify the certified information, retrieves the 
25 certified information stored in the storage memory section based on the 
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identification information received, and outputs the certified information 
retrieved. 

23. Information processing equipment, which processes information, 
5 comprising: 

an information processing section that processes information and 
stores the information as processed information; 

a certification requesting section that transmits a certification 
request of an operating environment of the information processing 
10 equipment to a certificate authority serer that issues an electronic certificate 
that certifies the operating environment of the information processing 
section; and 

an information outputting section that receives the electronic 
certificate issued by the certificate issuing server in reply to the certification 
15 request transmitted by the certification requesting section, generates 

certified information based on the electronic certificate and the processed 
information, and outputs the certified information generated. 

24. An information storage server, comprising: 

20 an information receiving section that receives certified information 

to certify an operating environment of the information processing 
equipment from information processing equipment; 

a storage memory section that stores the certified information 
received by the information receiving section; and 

25 a certification outputting section that receives a query including 
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identification information to identify the certified information, retrieves the 
certified information stored in the storage memory section, outputs the 
certified information retrieved, and thereby certifies the operating 
environment of the information processing equipment. 



